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DETAILED ACTION 

1. Claims 1-23 have been examined. 

2. Claims 1-23 are pending. 

Claim Rejections - 35 USC §102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 10? that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

4. Claims 1-23 are rejected under 35 U.S.C. 102(e) as being anticipated by Renda et al. 
(hereinafter referred to as Renda, US. Pat. No.: 7, 127, 524). 

As per claim 1 : 

Renda discloses a method comprising: 

intercepting a request from a user for a web page, the user connected to a port of a packet 
forwarding device that prevents the user from accessing a network coupled to the 
forwarding device (column 3: lines 60-67; column 9: lines 55-67; figure 2A, 2B); 

directing the user to a network login page (figure 8A: 832,822B; column 24: lines 50-60; 
column 25: lines 43-61; column 27: lines 35-50); 
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authenticating the user (column 23: lines 65-67; column 24: lines 1-12; column 25: lines 
16-26); and 

allowing the user to access the network when the user is authenticated (column 8: lines 1- 
35). 

As per claim 2: 

Renda discloses a method, wherein intercepting a request from a user comprises 
intercepting a Hypertext Transfer Protocol (HTTP) request from the user (column 12: lines 17- 
33; column 23: lines 34-65; column 18: lines 1-20). 

As per claim 3: 

Renda discloses a method, comprising receiving a Domain Name Service (DNS) request 
to translate a domain name specified in the HTTP request into an Internet Protocol (IP) address 
(column 4: lines 1-50; column 14: lines 45-55; column 12: lines 56-65). 

As per claim 4: 

Renda discloses a method, comprising proxying the DNS request to. a DNS server 
(column 7: lines 45-60). 

As per claim 5: 

Renda discloses a method, comprising receiving a response from the DNS server with a 
DNS-resolved IP address (column 7: lines 45-60; column 43: lines 35-55). 
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As per claim 6: 

Renda discloses a method, comprising sending the DNS-resolved IP address to the user 
(column 7: lines 45-60; column 43: lines 35-55). 

As per claim 7: 

Renda discloses a method, comprising intercepting a request from the user directed to the 
DNS-resolved IP address (column 7: lines 45-60; column 43: lines 35-55). 

As per claim 8: 

Renda discloses a method, wherein directing the user to a network login page comprises 
responding to the user with a redirect to a Uniform Resource Locator (URL) address for the 
network login page (column 12: lines 17-33; column 23: lines 34-65; column 18: lines 1-20). 

As per claim 9: 

Renda discloses a method, comprising receiving a DNS request from the user to translate 
a domain name for the network login page into an IP address (column 4: lines 1-50; column 14: 
lines 45-55; column 12: lines 56-65). 

As per claim 10: 
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Renda discloses a method, comprising responding to the user with the IP address of the 
packet forwarding device (figure 8A: 832, 822B; column 24: lines 50-60; column 25: lines 43- 
61 ; column 27: lines 35-50). 

As per claim 11: 

Renda discloses a method, comprising receiving from the user a request to the IP address 
of the packet forwarding device (column 3: lines 60-67; column 9: lines 55-67; figure 2 A, 2B). 

As per claim 12: 

Renda discloses a method, comprising responding to the user with the network login page 
(column 23: lines 65-67; column 24: lines 1-12; column 25: lines 16-26). 

As per claim 13: 

Renda discloses a method, comprising receiving an authentication request from the user 
with user identification data (column 23: lines 65-67; column 24: lines 1-12; column 25: lines 
16-26). 

As per claim 14: 

Renda discloses a method, wherein authenticating the user comprises parsing the 
authentication request and forwarding the authentication request to an authentication server 
(column 26: lines 5-40). 
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As per claim 15: 

Renda discloses a method, wherein parsing the authentication request and forwarding the 
authentication request to an authentication server comprises creating a packet with the user 
identification data in accordance with the RADIUS communications protocol and forwarding 4 
the RADIUS packet to a RADIUS server (column 26: lines 5-40; column 24: lines 50-67). 

As per claim 16: 

Renda discloses a method, comprising receiving a response from the RADIUS server to 
indicate whether the user identification data is authentic (column 26: lines 5-40; column 24: lines 
50-67). 

As per claim 17: 

Renda discloses a method, wherein allowing the user to access the network when the user 
is authenticated comprises unblocking the port of the packet forwarding device to allow the user 
to access the network when the user is authenticated (column 8: lines 1-35). 

As per claim 18: 

Renda discloses an apparatus comprising: 

a packet forwarding device coupled to a network, the packet forwarding device having a 
port that prevents a user connected to the port from accessing the network until 
the user is authenticated (column 3: lines 60-67; column 9: lines 55-67; figure 2A, 
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2B; figure 8A: 832, 822B; column 24: lines 50-60; column 25: lines 43-61; 
column 27: lines 35-50); and 
an authenticator discovery controller coupled to the packet forwarding device to intercept 
a request from the user for a web page and direct the user to a network login page 
for authentication (column 23: lines 65-67; column 24: lines 1-12; column 25: 
lines 16-26; column 8: lines 1-35). 

As per claim 19: 

Renda discloses an apparatus, comprising a network login controller coupled to the 
packet forwarding device to authenticate the user and allow the user to access the network when 
the user is authenticated (figure 2B: 274, 292). 

As per claim 20: 

Renda discloses an apparatus, wherein the packet forwarding device having a port that 
prevents a user connected to the port from accessing the network comprises the packet 
forwarding device having a blocked port that prevents a user connected to the port from 
accessing the network (column 10: lines 55-67). 

As per claim 21: 

Renda discloses an apparatus, wherein the network login controller to unblock the port of 
the packet forwarding device when the user is authenticated (column 8: lines 1-35). 
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As per claim 22: 

Renda discloses an apparatus, wherein the authenticates discovery controller to further 
receive a Domain Name Service (DNS) request from the user and to proxy the DNS request to a 
DNS server to translate a domain name into an Internet Protocol (IP) address (column 4: lines 1- 
50; column 14: lines 45-55; column 12: lines 56-65). 

As per claim 23: 

Renda discloses an apparatus, wherein the packet forwarding device is a switch (column 
16: lines 25-40). 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

See the notice of reference cited in form PTO-892 for additional prior art 

Contact Information 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Techane J. Gergiso whose telephone number is (571) 272-3784 
and fax number is (571) 273f3r78 7 4. The examiner can normally be reached on 9:00am - 6:00pm. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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